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1. GENERAL DESCRIPTION

1.1 Introduction

1.2 Product
Overview

FLEXXON X-Mask microSD Card is compliant with SD 3.0
specification and provides excellent performance, good
reliability and wide compatibility. User could mask the entire
microSD card by special AP to prevent unauthorized access.

FLEXXON X-Mask microSD Card provides security function to
prevent the stored data from being stolen, tampered or
modified by others. The stored data can only be access if the
legitimate user can authenticate using the correct password.

FLEXXON X-Mask microSD Card is suitable for users who want
to store their private and valuable data in a flash storage
without the risk of having it being read by unintended people.

The mask function is an additional feature, which will not affect
the standard product specification.

¢ Flash ¢ Support SD System
MLC Specification 3.0
¢ Capacity

*
4GB to 128GB Support SD SPI Mode

¢ Support Auto Read

*
Support Data Crypto Refreshment

+ Read disturbance

+ Adaptive wear leveling
management

¢ Support management of

sudden power fails SMART function support

¢ Temperature Range
Operation (Gold):
-25°C~ 85°C
Operation (Diamond):
-40°C~ 85°C
¢ Storage: -40°C~ 85°C
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1.3 Workflow FLEXXON X-Mask microSD Card is a normal mode by default.
User could set the password to enable mask mode. User is
required to eject and re-insert the after set the password.

User could access the data by the legal host with security tool

and enter correct password. When user power off the host or
reinsert the card, the card will return to masked mode.

Default Normal Mode

{ User use AP/ SDK to set password ]

v
[ Power Off/ unplug and plug in the card ]

Masked Mode

Legal Host?

v

[ Enter Password ]

Correct
Password?

Yes

Normal Mode

Read/Write is possible,
Data Written is encrypted
and security controlled

|

Power Off
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2. PRODUCT SPECIFICATIONS

2.1 Performance
Read (MB/s) | Write (MB/s)
4GB a0 25
8GB 90 25
16GB a0 50
32GB 90 75
64GB 90 80
128GB 90 80

Table 2-1 Performance of X-Mask microSD
NOTES:

1. The performance is obtained from TestMetrix
2. Performance may vary from flash configuration and

platform.
2.2 Power
4GB 180 90 220
8GB 180 90 220
16GB 190 | 120 250
32GB 190 | 140 280
64GB 190 | 170 320
128GB | 195 | 170 500
Table 2-2 Typical Power Consumption of X-Mask microSD
2.3 MTBF

MTBF, an acronym for Mean Time Between Failures, is a measure
of a device’s reliability. Its value represents the average time
between a repair and the next failure. The higher the MTBF value,
the higher the reliability of the device. The predicted result of
X-MASK microSD Card is more than 3,000,000 hours.
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3. ENVIRONMENTAL SPECIFICATIONS

Storage Temperature

-40°C ~ 85°C

Operating Temperature

Gold: -25°C ~ 85°C
Diamond: -40°C ~ 85°C

Storage Humidity

40°C, 93% RH

Operating Humidity

25°C, 95% RH

Shock

1500G, Half Sin Pulse Duration 0.5ms

80Hz ~ 2000Hz/20G, 20Hz ~ 80Hz/1.52mm, 3

Vibration axis/30min

Drop 150cm free fall, 6 face of each unit

Bending > 10N, Hold 1 min/5 times

Torque 0.1N-m or +/-2.5 deg, Hold 30 seconds/5 times
ESD Contact: +/- 4KV each item 25 times

Air: +/- 8KV 10 times

Table 3-1 Environmental Specification
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4. ELECTRICAL SPECIFICATIONS

4.1 DC Characteristics

4.1.1 Bus Operation Conditions for 3.3V Signaling

FLESON

Supply Voltage Voo 2.7 3.6 \"

Output High Voltage VoH 0.75*Vpp Vv lon=-2mA Vpp Min
Output Low Voltage VoL 0.125*Vpp Vv lo.=2mA Vpp Min
Input High Voltage ViH 0.625*Vpp Vpp+0.3 Vv

Input Low Voltage Vi Vss-0.3 0.25*Vpp \

Power Up Time 250 ms From OV to Vpp min

Table 4-1 Threshold Level for High Voltage Range

Supply Voltage Vbp 2.7 3.6 Vv
Regulator Voltage Vbpio 1.7 1.95 \Y Generated by Vpp
Output High Voltage Vo 1.4 - Vv lon=-2mA
Output Low Voltage VoL - 0.45 \Y lor=2mA
Input High Voltage \T 1.27 2.00 Vv
Input Low Voltage ViL Vss-0.3 0.58 \Y
Table 4-2 Threshold Level for 1.8V Signaling
Input Leakage Current -2 2 uA DAT3 pull-up is
disconnected.

Table 4-3 Input Leakage Current for 1.8V Signaling
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Peak voltage on all lines -0.3 Vbp+0.3 Vv
All Inputs
Input Leakage Current \ \ -10 | 10 \ uA \
All Outputs
Output Leakage Current \ \ -10 \ 10 \ uA \

Table 4-4 Peak Voltage and Leakage Current

4.1.2 Bus Signal Line Load

Bus Operation Conditions — Signal Line’s Load

Total Bus Capacitance = Crost + Csus + N Ccarp

Pull-up resistance Remp 10 100 | kQ to prevent bus floating
Rpat
Total bus capacitance for each C 40 pF 1 card
signal line Chost+Caus shall
not exceed 30 pF
Card Capacitance for each signal | Ccarp 10! pF
pin
Maximum signal line inductance 16 nH
Pull-up resistance inside card RbaT3 10 90 kQ May be used for card
(pin1) detection
Capacity Connected to Power Cc 5 uF To prevent inrush current
Line

Table 4-5 Peak Voltage and Leakage Current
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4.2 AC Characteristic

input
high level

input
low level

!
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4.2.1 microSD Interface timing (Default)

output
high lewvel

output
lowe level

FLESON

Not Valid

Mot Valid

Mot Valid

Card Output Timing (Default Speed Mode)
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Clock CLK (All values are referred to min(Vi4) and max(Vi.)

Clock frequency Data fep 0 25 MHz Ccara< 10 pF
Transfer Mode (1 card)
Clock frequency fop 0(1)/100 400 KHz Ceara< 10 pF

Identification Mode (1 card)
Clock low time tw 10 ns Ccara< 10 pF
(1 card)
Clock high time twH 10 ns Ccara< 10 pF
(1 card)
Clock rise time trn 10 ns Ccara< 10 pF
(1 card)
Clock fall time trhL 10 ns Ccara< 10 pF
(1 card)
Inputs CMD, DAT (referenced to CLK)
Input set-up time tisu 5 ns Cecara< 10 pF
(1 card)
Input hold time tin 5 ns Ccara< 10 pF
(1 card)
Outputs CMD, DAT (referenced to CLK)
Output Delay time during tooLy 0 14 ns Ci< 40 pF
Data Transfer Mode (1 card)
Output Delay time during tooLy 0 50 ns Ci< 40 pF
Identification Mode (1 card)

(1) OHz means to stop the clock. The given minimum frequency range is for cases where
continues clock is required.

4.2.2 microSD Interface Timing (High-Speed Mode)

i by |ty ;
Wpp e eemmmesmnncs !
1 IIIIIIH lI'IIIH i
Card Input Mot Valid P Valid [ Mot Valid
: IIIIII-IL lIlIIIIL :

Card Input Timing (High Speed Card)
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v | tODL'\"[max] |
oo ;

—hé i4— LoD vimin

Mot Valid Walid

VOH !
|} Not Valid
VOL :

Card Output Timing (Default Speed Mode)

Clock CLK (All values are referred to min(Vix) and max(Vi)

Clock frequency Data Transfer fep 0 50 MHz | Ceara< 10 pF
Mode (1 card)
Clock low time twi 7 ns Ceard £ 10 pF
(1 card)
Clock high time twh 7 ns Ceard < 10 pF
(1 card)
Clock rise time tim 3 ns Ceard < 10 pF
(1 card)
Clock fall time trhL 3 ns Ceard< 10 pF
(1 card)
Inputs CMD, DAT (referenced to CLK)
Input set-up time tisu 6 ns Ccard< 10 pF
(1 card)
Input hold time tin 2 ns Ceard < 10 pF
(1 card)
Outputs CMD, DAT (referenced to CLK)
Output Delay time during Data tooLy 14 ns CL.<40 pF
Transfer Mode (1 card)
Output Hold time Ton 2.5 ns CL.<15pF
(1 card)
Total System capacitance of C 40 pF CL< 15 pF
each line' (1 card)

(1) In order to satisfy severe timing, the host shall drive only one card.
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4.2.3 microSD Interface timing (SDR12, SDR25, SDR50 and SDR104 Modes)

Input:
. Lok K
Voo™ '
SDCLK Input : P
Wggmommmmmmmnns - Eﬂ—tcp - et -+ et
Clock Signal Timing
tow 4.80 - ns 208MHz (Max.), Between rising edge, Vcr=
0.975V
ter, ter - 0.2* teik ns ter, ter < 0.96ns (max.) at 208MHz, Ccaro=10pF
tcr, ter < 2.00ns (max.) at 100MHz, Ccaro=10pF
The absolute maximum value of tcg, tcris 10ns
regardless of clock frequency
Clock Duty 30 70 %

Clock Signal Timing

SDR50 and SDR104 Input Timing:

I“‘l}l:llo___________
SDCLK Input £ Ver
1"":;s T .:.
ig b ':,| L >
Vopig========== H H '
v v,
CMD Input M M
DAT[3:0] Input Not Valid v Valid V"_:
VA ' '
Card Input Timing
tis 1.40 - ns Ccaro =10pF, Vcr=0.975V
tiH 0.8 - ns Ccarp = 5pF, Ver=0.975V
Symbol Min Max | Unit SDR50 Mode
tis 3.00 = ns Ccarp =10pF, Vcr=0.975V
tiH 0.8 - ns Ccarp = 5pF, Vcr=0.975V

10
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Output (SDR12, SDR25, SDR50):

FLESON

tODLY

Vopig™ """ i‘
SDCLK Input 7# Ve,
Vgg --mmm-mmmo- i-
Voowo "7
CMD Output
DAT[3:0] Output

Voo

‘JDII ' '
© valid
UDL ; :

Output Timing of Fixed Data Window

tooLy - 7.5 ns tclk>=10.0ns, C=30pF, using driver Type B, for SDR50
tobLy - 14 ns tclk>=20.0ns, C.=40pF, using driver Type B, for SDR25
and SDR12,
Ton 1.5 - ns Hold time at the topiy (min.), C.=15pF
Output (SDR104 Mode):
[ tCLK !
Vooio==="""""~" b "
58 E tQP ,"_-' : tonw
' P i
VDDIO'“"“"" v :
CMD Output Vaid Vou
DAT[3:0] Output Vo, ' "
Vgg-------==---
tor 0 2 Ul | Card Output Phase
Atop -350 +1550 ps | Delay variable due to temperature change after tuning
toow 0.60 - Ul toow = 2.88ns at 208 MHz

11
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4.2.4 microSD Interface timing (DDR50 Modes)

tok
T
Vin |
SDCLK Input ;
Vsgrommmmmmee e >t
Clock Signal Timing
tok 20 - ns 50MHz (Max.), Between rising edge
ter, ter - 0.2* tewk ns ter, ter < 4.00ns (max.) at 50MHz, Ccaro=10pF
Clock Duty 45 55 %
Fep
CLK
tisu2x tlex "ISU2X (lex
DAT(3:0] mvaua>< Dath >(|m|ia>< Dath >(|nvana>< Dath Xlnvaud
input
toDLY2x (max) toDLY2x (max)
;tgg_uzx(mn) :ggtm(mm 7
DATI[3:0] <Cata X < Oata >< Dlata
output . 4 >
t t t

In DDRS0 mode, DAT[3:0] lines are sampled on both
edges of the clock (not applicable for CMD line)

Available timing window
for card output transition

Available timing window

for host to sample data
from card

Timing Diagram DAT Inputs/Outputs Referenced to CLK in DDR50 Mode

12
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Input CMD (referenced to CLK rising edge)

Input set-up time tisu 3 - ns Ccara< 10 pF
(1 card)
Input hold time tiH 0.8 - ns Ccara< 10 pF
(1 card)
Output CMD (referenced to CLK rising edge)
Output Delay time tooLy 13.7 ns Cic30pF
during Data Transfer (1 card)
Mode
Output Hold time Ton 1.5 - ns C> 15 pF
(1 card)
Inputs DAT (referenced to CLK rising and falling edges)
Input set-up time tisu2x 3 - ns Ccara< 10 pF
(1 card)
Input hold time tiH2x 0.8 - ns Ccara< 10 pF
(1 card)
Outputs DAT (referenced to CLK rising and falling edges)
Output Delay time tobLyax - 7.0 ns Ci< 25 pF
during Data Transfer (1 card)
Mode
Output Hold time Torax 1.5 - ns C.> 15 pF
(1 card)

Table 4-6 Bus Timings — Parameters Values (DDR50 Mode)

13
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5. PAD ASSIGNMENT

FLESON

. ™
MNellz |z
£l|& &
Name Type ! Description Name Type Description
1 DAT2 I/O/PP Data Line[bit2] RSV
2 CD/DAT32 | 1/O/PP3 | Card Detect/ Data CS |3 Chip Select (neg
Line[bit3] true)
3 CMD PP Command/Response DI | Data In
4 Voo S Supply voltage Vop S Supply voltage
5 CLK | Clock SCLK I Clock
6 Vss S Supply voltage Vss S Supply voltage
ground ground
DATO 1/O/PP Data Line[bit0] DO O/PP Data Out
DAT1 I/O/PP Data Line[bit1] RSV

NOTE:

Table 5-1 microSD Pad Assignment

(1) S: power supply, I: input; O: output using push-pull drivers; PP: 1/O using push-pull drivers
(2) The extended DAT lines (DAT1-DAT3) are input on power up. They start to operate as DAT lines
after SET_BUS_WIDTH command. The Host shall keep its own DAT1-DAT3 lines in input mode,

as well, while they are not used. It is defined so, in order to keep compatibility to MultiMedia

Cards.

(3) At power up this line has a 50KOhm pull up enabled in the card. This resistor serves two
functions: Card detection and Mode Selection. For Mode Selection, the host can drive the line

high or let it be pulled high to select SD mode. If the host wants to select SPI mode it should

drive the line low. For Card detection, the host detects that the line is pulled high. This pull-up
should be disconnected by the user during regular data transfer period, with
SET_CLR_CARD_DETECT (ACMD42) command.

ALL RIGHTS ARE STRICTLY RESERVED. ANY PORTION OF THIS PAPER SHALL NOT BE REPRODUCED, COPIED,
OR TRANSLATED TO ANY OTHER FORMS WITHOUT PERMISSION FROM FLEXXON PTE LTD.
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6. REGISTERS

CID 128bit Card identification number; card individual number for
identification.

RCA 16bit Relative card address; local system address of a card,
dynamically suggested by the card and approved by the host
during initialization.

DSR 16bit Driver Stage Register; to configure the card’s output drivers.

CsSD 128bit Card Specific Data; Information about the card operation
conditions.

SCR 64bit SD Configuration Register; Information about the SD
Memory Card's Special Features capabilities

OCR 32bit Operation conditions register.

SSR 512bit SD Status; Information about the card proprietary features.

OCR 32bit Card Status; Information about the card status.

Table 6-1 microSD Registers

ALL RIGHTS ARE STRICTLY RESERVED. ANY PORTION OF THIS PAPER SHALL NOT BE REPRODUCED, COPIED,
OR TRANSLATED TO ANY OTHER FORMS WITHOUT PERMISSION FROM FLEXXON PTE LTD.
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7. PHYSICAL DIMENSION

Dimension: 15mm (L) x 11mm (W) x 1mm (H)

Top View

Reserved for Future Use

Bottow View

®
- €2 M“f £8ars

[~ ( LE

=

Side View

VIEW A
81

contacT "]
SURT ACC
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Common Dimensions

Symbol Min Nom Max Note
A 10.90 11.00 11.10
Al 9.60 9.70 9.80
A2 - 3.85 - Basic
A3 7.60 7.70 7.80
A4 - 1.10 - Basic
A5 0.75 0.80 0.85
Ab - - 8.50
A7 0.90 - -
A8 0.60 0.70 0.80
A9 0.80 - -
Al0 1.35 1.40 1.45
All 6.50 6.60 6.70
Al2 0.50 0.55 0.60
Al3 0.40 0.45 0.50
B 14.90 15.00 15.10
B1 6.30 6.40 6.50
B2 1.64 1.84 2.04
B3 1.30 1.50 1.70
B4 0.42 0.52 0.62
B5 2.80 2.90 3.00
B6 5.50 - -
B7 0.20 0.30 0.40
B8 1.00 1.10 1.20
B9 - - 9.00
B10 7.60 7.90 8.00
B11 1.10 1.20 1.30
B12 3.60 3.70 3.80
B13 2.80 2.90 3.00
B14 8.20 - -
B15 - - 6.20
C 0.90 1.00 1.10
Cl 0.60 0.70 0.80
c2 0.20 0.30 0.40
c3 - - 0.15
D1 1.00 - -
D2 1.00 - -
D3 1.00 - -
R1 0.20 0.40 0.60
R2 0.20 0.40 0.60
R3 0.70 0.80 0.90
R4 0.70 0.80 0.90
R5 0.60 0.80 0.90
R6 0.60 0.80 0.90
R7 29.50 30.00 30.50
R10 - 0.20 -
R11 - 0.20 -
R17 0.10 0.20 0.30
R18 0.20 0.40 0.60
R19 0.05 - 0.20
R20 0.02 - 0.15

FLESON

Notes:

1. Dimensioning and tolerancing per ASME Y14.5M-1994

2. Dimensions are in millimeters.
3. Coplanarity is additive to C1 Max. thickness
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8. ORDERING INFORMATION

4GB

FDMMO004GME-XS00

FDMMO004GMG-XS00

8GB

FDMMOO8GME-XS00

FDMMO008GMG-XS00

16GB

FDMMO16GME-XS00

FDMMO016GMG-XS00

32GB

FDMMO032GME-XS00

FDMMO032GMG-XS00

64GB

FDMMO64GME-XS00

FDMMO064GMG-XS00

128GB

FDMM128GME-XS00

FDMM128GMG-XS00
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REVISION HISTORY
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1.0 2020/08 First Release
1.1 2020/09 Update Chapter 1
1.2 2020/11 Update Workflow

19

ALL RIGHTS ARE STRICTLY RESERVED. ANY PORTION OF THIS PAPER SHALL NOT BE REPRODUCED, COPIED,

OR TRANSLATED TO ANY OTHER FORMS WITHOUT PERMISSION FROM FLEXXON PTE LTD.



